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ABSTACT

Software Defined Radio (SDR) is one of the most important emerging technologies for the future

of wireless communication services. They are realized using highly configurable hardware

platforms. SDR is an evolving technology that facilitates all-purpose radios, different standards

and protocols to be configured through programming. SDR can reduce the cost of manufacturing

and testing while providing a quick and easy way to control and upgrade the product and take the

advantage of new signal processing techniques.

Field Programmable Gate Arrays technology (FPGA) is an attractive option for implementing

many of the tasks performed in SDR. Data encryption in SDR, is essential while integrating

different Encryption engines inside an SDR system, is a challenging issue.

In this project a stream cipher Algorithm and block cipher Algorithm will be designed, simulated

and implemented on an FPGA. Controlling the use of the encryption algorithm will also be

designed. Also, the control of the encryption algorithm and its initial settings will be software

controlled. Finally the whole designed system will be hardware tested.
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Chapter One 

1. Introduction 

1.1 Problem statements: 

 

Technology involved in almost every field of  life and encryption plays an important role for 

those technologies, our goal is to implement different encryption modules using SDR, 

software defined radio, or on other words by minimizing the hardware used. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 1 [INTRODUCTION] 

 

3 

 

1.2 Project Outline: 

 

Chapter 2 

In this chapter, we introduce different Encryption Algorithms and the difference between 

Assymetric-key encryption, such as The Public Key, The Digital Signature, Authentication and 

The Private key, and Symmetric-key  ciphers, such as Stream cipher and different Block cipher 

types (Substitution Cipher, Transposition Cipher and Product Cipher)       

    

Chapter 3 

In this chapter, we define the SDR-software defined radio- concept. First we have an overview 

about the main idea of the SDR and then we define the SDR two types (SCR and SDR). we will 

be also introduced to the different levels of SDR and SDR security. At last we will figure out 

how we could do it from the hardware point of view, the common elements of SDR applications 

and The limitations of SDR usage 

 

Chapter 4 

This chapter discuss our proposed encryption schemes so, it will be consists of two parts.  

The first part discuss the stream cipher starting with the stream cipher concept moving by the 

Synchronous stream ciphers, Self-synchronous or Asynchronous stream cipher, ending by The 

Theory of operation and the Designs of the used components 

The second part discuss The DES (Data Encryption Standard),The Triple DES (Triple Data 

Encryption Standard) and The AES (Advanced Encryption Standard)  
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Chapter 5

In this chapter we show our simulation using MATLAB and Visual C++ as we start using Visual

C++ after using MATLAB showed many problems. This chapter also consists of encrypted and

decrypted different examples

Chapter 6

In this chapter we show the Implementation of different stream cipher components, such as The

linear feedback shift register (103 bits), The linear feedback shift register (113 bits), The linear

feedback shift register (91 bits), The Multiplexer (4*1), The random counter and The Memory

Chapter 7

In this chapter we examine the randomness of our keys. As, if our key pass all this tests then any

file encrypted by our key will produce a totally random file that cannot be estimated
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Chapter Two 

 

2. ENCRYPTION ALGORITHMS 

 

Encryption is the study of mathematical techniques related to aspects of information security 

such as confidentiality, data integrity, entity authentication, and data origin authentication. 

2.1 Encryption 

 

 

Private Key          Public Key 

 

2.1.1 The Public Key is what its name suggests (Public). It is made available to everyone via a 

publicly accessible repository or directory. On the other hand, the Private Key must remain 

confidential to its respective owner. 

The search for new public-key schemes, improvements to existing cryptographic mechanisms, 

and proofs of security continues at a rapid pace. Various standards and infrastructures involving 

cryptography are being put in place. Security products are being developed to address the 

security needs of an information intensive society. 

Public Key Cryptography can therefore achieve Confidentiality. However another important 

aspect of Public Key Cryptography is its ability to create a Digital Signature. 
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2.1.2 The Digital Signature applies the same functionality to an e-mail message or data file that 

a handwritten signature does for a paper-based document. The Digital Signature vouches for the 

origin and integrity of a message, document or other data file. 

2.1.3 Authentication is the process of determining whether someone or something is, in fact, 

who or what it is declared to be. In private and public computer networks (including the 

Internet), authentication is commonly done through the use of logon passwords. Knowledge of 

the password is assumed to guarantee that the user is authentic. Each user registers initially (or is 

registered by someone else), using an assigned or self-declared password. On each subsequent 

use, the user must know and use the previously declared password. The weakness in this system 

for transactions that are significant (such as the exchange of money) is that passwords can often 

be stolen, accidentally revealed, or forgotten. 

There are two types of authentication 

1. Personal authentication 

2. Message authentication 

Message authentication: corroborating the source of information; also known as data origin 

authentication. 

2.1.4 The private key is a secret key in which the sender and the receiver only know this 

specific key. 

Public key encryption, also known as asymmetric encryption, is based on a public/private key 

pair. The keys are mathematically linked, so that data encrypted with the public key can only be 

decrypted with the corresponding private key. 

 

 

 

 

Figure 2.1 Public - Private key 
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The opposite two figures illustrate that the plaintext which is encrypted by a public key is 

decrypted using private key and vice versa. 

 

 

 

 

 

 

 

Actually during this project there is no need to determine a private and a public key as we will 

not use the assymetric key encryption, and we will only use a symmetric key. 

 

Figure 2.2 Private - Public key 
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In this project we are keen on focusing on the symmetric-key ciphers with its two types block 

cipher and stream cipher[1]. 

 

 

 

 

Figure.2.3 

overview of different 

encryption techniques 
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2.2.1 Stream Cipher concept 

Many modern communications and secure systems such as (mobile phone, Bluetooth, SSL, 

Computer network, etc.) require high speed algorithms to encrypt binary coded plaintext 

messages which may be several million bits long and display notable structure. The most 

commonly used cipher in this case is a stream cipher. A stream cipher denotes the process of 

encryption where binary plaintext is encrypted one bit at a time.  

 

In cryptography, a stream cipher is a symmetric cipher in which the plaintext digits are encrypted 

one at a time, and in which the transformation of successive digits varies during the encryption. 

An alternative name is a state cipher, as the encryption of each digit is dependent on the current 

state. In practice, the digits are typically single bits or bytes. Stream ciphers represent a different 

approach to symmetric encryption from block ciphers. Block ciphers operate on large blocks of 

digits with a fixed, unvarying transformation. This distinction is not always clear cut: some 

modes of operation use a block cipher primitive in such a way that it then acts effectively as a 

stream cipher. Stream ciphers typically execute at a higher speed than block ciphers and have 

lower hardware complexity. Where the change of state does not depend on the input (plaintext) 

to the system are called synchronous (in contrast to asynchronous systems). These systems have 

the property that every plaintext bit is enciphered independently of the others and an error in one 

bit does not propagate to other parts of the cipher text. It has two drawbacks: First, it limits the 

possibility to detect errors when decrypting. Second, an attacker can insert controlled changes to 

parts of the cipher text and may achieve a wanted modification of the plaintext. 

 

 

 

 

 

Key stream 

generator Key stream  

Plain text 

Cipher text 

Figure. 2.4 Stream cipher scheme 
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2.3 Block cipher  

 

Block Cipher[2]: A block cipher is an encryption scheme which breaks up the plaintext messages 

to be transmitted into strings (called blocks) of a fixed length, and encrypts one block at a time. 

 

A block cipher is a deterministic algorithm (function has a unique value for any given 

input) operating on fixed-length groups of bits, called blocks, with an unvarying transformation 

that is specified by asymmetric key. Block ciphers are important elementary components in the 

design of many cryptographic protocols, and are widely used to implement encryption of bulk 

data. 

Block Cipher 

 

Substitution Ciphers       Transposition Ciphers 

 

 

Product Ciphers 

 

Two important classes of block ciphers are substitution ciphers and transposition. And the 

product cipher is a combination between the substitution cipher and the product cipher. 

 

A block cipher by itself allows encryption only of a single data block of the cipher's block 

length. For a variable-length message, a message is first split into separate blocks of the cipher's 

block size (possibly extending the last block with padding bits), and then each block is encrypted 
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and decrypted independently. However, such a naive method is generally insecure because equal 

plaintext blocks will always generate equal ciphertext blocks (for the same key), so patterns in 

the plaintext message become evident in the ciphertext output. 

 

2.3.1 Substitution Cipher 

 

Substitution ciphers are block ciphers which replace symbols (or groups of symbols) by other 

symbols or groups of symbols. 

 

A substitution cipher is a method of encryption by which units of plaintext are replaced 

with ciphertext, according to a regular system; the "units" may be single letters (the most 

common), pairs of letters, triplets of letters, mixtures of the above, and so forth. The receiver 

deciphers the text by performing an inverse substitution. 

 

2.3.1.1 Simple substitution cipher: they are block ciphers which replace symbols (or groups of 

symbols) by other symbols or groups of symbols. 

The simple ciphers can be done by selecting a keyword and eliminate them from the plaintext 

alphabet, then assigning the new ciphertext to the plaintext alphabets. 

 

Example: assuming that the keyword is DELTA, we can now deduce the ciphertext which results 

after knowing the keyword. 
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Plaintext A B C D E F G H I J K L M N O P Q R S T U V W X Y 

Ciphertext D E L T A B C F G H I J K M N O P Q R S U V W X Y 

 

Hence if we want to say:  “MY NAME IS GARY” 

It will be:   “KY MDKA GR CDQY” 

 

Traditionally, the ciphertext is written out in blocks of fixed length, omitting punctuation and 

spaces; this is done to help avoid transmission errors and to disguise word boundaries from 

the plaintext. These blocks are called "groups", and sometimes a "group count" (i.e., the number 

of groups) is given as an additional check. Five letter groups are traditional, dating from when 

messages used to be transmitted by telegraph. 

 

So the encrypted text will be “KYMDK AGRCD QYθθθ” 

 

Where the symbol ‘θ’ is any character that can be encrypted to any nonsense information which 

can be discarded by the receiver when decrypted. 

The simple substitution cipher is considered to be one of the weakest ciphers ever as it is very 

hard to break it is disadvantage of this method of derangement is that the last letters of the 

alphabet (which are mostly low frequency) tend to stay at the end. 

 

2.3.1.2 Homophonic substitution cipher: it involves replacing each letter with a variety of 

substitutes, the number of potential substitutes being proportional to the frequency of the letter. 

For example, the letter 'a' accounts for roughly 8% of all letters in English, so we assign 8 
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symbols to represent it. Each time an 'a' appears in the plaintext it is replaced by one of the 8 

symbols chosen at random, and so by the end of the encryption each symbol constitutes roughly 

1% of the ciphertext. The letter 'b' accounts for 2% of all letters and so we assign 2 symbols to 

represent it. Each time 'b' appears in the plaintext either of the two symbols can be chosen, so 

each symbol will also constitute roughly 1% of the ciphertext. This process continues throughout 

the alphabet, until we get to 'z', which is so rare that is has only one substitute. 

 

Example: if we have only 5 letters in the alphabets {A,B,C,D,E} 

The probability of:  A=5/15 

   B=4/15 

   C=3/15 

   D=2/15 

   E=1/15 

While giving the letter ‘A’ five random probability so it’s probability would appear only 1/15, on 

the other hand we can give the letter ‘E’ only one probability so it can be equi-probable with the 

letter ‘A’. 

We will assign for the letter  ‘A’ === ”1,2,3,4,5” 

    ‘B’ === ”6,7,8,9” 

    ‘C’ === ”10,11,12” 

    ‘D’ === “13,14” 

                                                ‘E’ === “15” 
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Suppose we are saying: “AEBBADDABAAE” 

Then the encrypted data will be: “1 15 8 6 2 13 13 5 7 3 2 15” 

 

2.3.1.3 Polyalphabetic substitution ciphers: In a polyalphabetic cipher, multiple cipher 

alphabets are used. To facilitate encryption, all the alphabets are usually written out in a 

large table, traditionally called a tableau. The tableau is usually 26×26, so that 26 full ciphertext 

alphabets are available. The method of filling the tableau, and of choosing which alphabet to use 

next, defines the particular polyalphabetic cipher. 

 

A polyalphabetic cipher is any cipher based on substitution, using multiple substitution 

alphabets. The Vigenère cipher is probably the best-known example of a polyalphabetic cipher, 

though it is a simplified special case. 

 

Assuming a plaintext with the 26 alphabets block cipher with block length t over an alphabet, the 

parameter t decides how many letters will be shifted to the right. The encrypted text will be a 

combination between the ciphertext (1) and ciphertext (2) alternatively. 

 

Plaintext A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

Ciphertext 

1 X Y Z A B C D E F G H I J K L M N O P Q R S T U V W 

Ciphertext 

2 U V W X Y Z A B C D E F G H I J K L M N O P Q R S T 

 

Where t1=3, and t2=5 
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If we have a text:   “WE ARE THE CHAMPIONS OF THE WORLD” 

Then the encrypted text will be: “QBUOYQBBWEUJJFIKMLZQBBQLLIX” 

By dividing them into 5 alphabets: “QBUOYQBBWEUJJFIKMLZQBBQLLIXθθθ” 

 

Here we have two possible cipher alphabets, and we can encrypt a message by alternating 

between them. The first letter of the plaintext message is encrypted using Ciphertext Alphabet 1; 

the second letter of the message is encrypted using Ciphertext Alphabet 2. We encrypt the third 

letter of the message by returning to Ciphertext Alphabet 1, the fourth letter is encrypted using 

Ciphertext Alphabet 2, and so on. 

 

Polyalphabetic ciphers have the advantage over simple substitution ciphers that symbol 

frequencies are not preserved. However, polyalphabetic ciphers are not significantly more 

difficult to crypt-analyze, the approach being similar to the simple substitution cipher. In fact, 

once the block length is determined, the ciphertext can be easily discovered. 

 

2.3.2 Transposition Cipher 

A transposition cipher is a method of encryption by which the positions held by units 

of plaintext (which are commonly characters or groups of characters) are shifted according to a 

regular system, so that the ciphertext constitutes a permutation of the plaintext. 

 

2.3.2.1 The Rail Fence Cipher: involves writing messages so that alternate letters are written on 

separate upper and lower lines. The sequence of letters on the upper line is then followed by the 
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sequence on the lower line, to create the final encrypted message. The security of the cipher can 

be improved by choosing more than two lines to encrypt your message with. 

 

For example if we are sending the message: ”WE ARE THE CHAMPIONS” 

It will appear to be: 

 

W . . R . . H . . H . . P . . N . 

. E . . E . . E . . A . . I . . S 

. . A . . T . . C . . M . . O . . 

Then it will be read as: “WRHHP NEEEA ISATC MOθθθ” 

 

2.3.2.2 Route Cipher: In a route cipher, the plaintext is first written out in a grid of given 

dimensions, and then read off in a pattern given in the key. 

For example: “WE WILL BE HERE TOMORROW” will be: 

 

 

 

 

 

The key might specify "spiral inwards, clockwise, starting from the top right". That would give a 

cipher text of: “RROWOEEIWEWLHTOMRBLE” 

W L H T R 

E L E O R 

W B R M O 

I E E O W 
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2.3.2.3 Columnar transposition: In a columnar transposition, the message is written out in rows 

of a fixed length, and then read out again column by column, and the columns are chosen in 

some scrambled order. Both the width of the rows and the permutation of the columns are 

usually defined by a keyword. 

 

Example: taking the word “ELTON” as a keyword of length 5 then we will have 5 rows, and the 

permutation is defined by the alphabetical order of the letters in the keyword. In this case, the 

order would be "1 2 5 4 3". 

 

Assuming the message will be “WE WILL BE HERE TOMORROW” we write this into the grid 

as: 

 

1 2 5 4 3 

W E W I L 

L B E H E 

R E T O M 

O R R O W 

 

The ciphertext is then read off as: “WLRO EBER LEMW IHOO WETR” 

 

To decipher it, the recipient has to work out the column lengths by dividing the message length 

by the key length. Then he can write the message out in columns again, and then re-order the 

columns by reforming the keyword. 
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There are so many techniques and types of the transposition ciphers but will Suffice at this point, 

after knowing the idea and the principles of the transposition ciphers. 

 

3.3 Product Cipher 

Product cipher is a data encryption scheme in which the ciphertext produced by encrypting a 

plaintext document is subjected to further encryption. By combining two or more simple 

transposition ciphers or substitution ciphers, a more secure encryption may result. 

 

Shannon suggested employing 2 simple ciphers with a fixed mixing transformation in between to 

diffuse redundancy into long-term statistics & to confuse the cryptanalyst by making the relation 

between the redundancy of the ciphertext and the description of the key very complex. 

 

A block cipher whose block size is too small may be vulnerable to attacks based on statistical 

analysis. One such attack involves simple frequency analysis of ciphertext blocks. This may be 

thwarted by appropriate use of modes of operation. However, choosing too large a value for the 

block size may create difficulties as the complexity of implementation of many ciphers grows 

rapidly with block size. In practice, consequently, for larger block size, easily implementable 

functions are necessary which appear to be random (without knowledge of the key). 

 

Before explaining the different types we should first know the difference between the S-Box and 

the P-Box. 

An S-Box takes some number of input bits, m, and transforms them into some number of output 

bits, n, where n is not necessarily equal to m. An m×n S-Box can be implemented as a lookup 

table with 2
m

 words of n bits each. 
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A P-box is a method of bit-shuffling used to permute or transpose bits. 

Now we will introduce some of the product ciphers examples through the upcoming pages. 

 

3.3.1 RC5 

RC5 is a block cipher with a variety of parameters: block size, key size, and number of rounds. It 

was invented by Ron Rivest. The RC5 algorithm depends mainly on three main operations the 

xor gate, addition and rotation. the rotation operation doesn't need extra effort to be implemented 

and it is a constant-time operation and variable rotations are nonlinear functions[3]. 

 

3.3.2 CAST 

CAST was designed in Canada by Carlisle Adams and Stafford Tavares. They claim that the 

name refers to their design procedure and should conjure up images of randomness, but note the 

authors’ initials. The example CAST algorithm uses a 64-bit block size and a 64-bit key[3]. 

The algorithm uses six S-boxes with an 8-bit input and a 32-bit output. Construction of these S-

boxes is implementation-dependent and complicated. 

 

3.3.3 Blowfish 

Blowfish is an algorithm created by Bruce Schnier, intended for implementation on large 

microprocessors. Simple. Blowfish uses only simple operations: addition, XORs, and table 

lookups on 32-bit operands. Its design is easy to analyze which makes it resistant to 

implementation errors.  Fast Blowfish encrypts data on 32-bit microprocessors at a rate of 26 

clock cycles per byte. Compact Blowfish can run in less than 5K of memory[3]. 
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3.3.4 RC2 

RC2 is a variable-key-size encryption algorithm designed by Ron Rivest for RSA Data Security. 

RC2 is a variable-key-size 64-bit block cipher, designed to be a replacement for DES. According 

to the company, software implementations of RC2 are three times faster than DES. The 

algorithm accepts a variable-length key, from 0 bytes to the maximum string length the computer 

system supports; encryption speed is independent of key size. This key is preprocessed to yield a 

key-dependent table of 128 bytes[3]. 

 

3.3.5 GOST 

GOST is a block algorithm from the former Soviet Union. “GOST” is an acronym for 

“Gosudarstvennyi Standard” or Government Standard. GOST is a 64-bit block algorithm with a 

256-bit key. The algorithm iterates a simple encryption algorithm for 32 rounds[3].  
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4 Algorithm Modes 

4.1 Electronic codebook mode 

ECB mode is the most obvious way to use a block cipher: A block of plaintext encrypts into a 

block of ciphertext. Since the same block of plaintext always encrypts to the same block of 

ciphertext, it is theoretically possible to create a code book of plaintexts and corresponding 

ciphertexts. However, if the block size is 64 bits, the code book will have 2
64

 entries, much too 

large to precompute and store. And remember, every key has a different code book. 

The problem of the electronic codebook is that if we have the ciphertext and the plaintext we can 

start to generate a codebook of the encrypted characters which is considered to be unsafe so we 

can know the ciphertext without even knowing the key. For example if we knew that the 

plaintext "AC2B5" is decrypted to "6FF29" then we can always remove the plaintext when it 

occurred and replace it by the same ciphertext if it is repeated again[4]. 

 

4.2 Cipher block chaining mode 

In CBC mode each block is used to modify the 

encryption of the next block. Each ciphertext block is 

dependent not just on the plaintext block that generated 

it but on all the previous plaintext blocks. 

In CBC mode we can encrypt the message and then xor 

it with the new input message then encrypt it again as 

shown in the following block. 

The main disadvantage of the CBC mode is that if any 

error occurred in any stage it will result in accumulative 

error making it impossible to decrypt the ciphertext again[4]. 
figure 2.5 CBC scheme 
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Chapter Three 

3. Software Defined Radio (SDR) Concept 

 

3.1 Software defined radio overview[5] 

The software defined radio, SDR, sometimes called a software radio has been the aim of many 

radio developments for a number of years. The roots of software defined radios can be traced 

back to the days when software was first used within radios and radio technology. 

 

The basic concept of the SDR software radio is that the radio can be totally configured or defined 

by the software so that a common platform can be used across a number of areas and the 

software used to change the configuration of the radio for the function required at a given time. 

There is also the possibility that it can then be re-configured as upgrades to standards arrive, or if 

it is required to meet another role, or if the scope of its operation is changed. 

 

One major initiative that uses the SDR, software defined radio, is a military venture known as the 

Joint Tactical Radio System, JTRS. Using this a single hardware platform could be used and it 

could communicate using one of a variety of waveforms simply by reloading or reconfiguring 

the software for the particular application required. This is a particularly attractive proposition, 

especially for coalition style operations where forces from different countries may operate 

together. Radios could be re-configured to enable communications to occur between troops from 

different countries, etc. 

 

The SDR software radio concept is equally applicable for the commercial world as well. One 

application may be for cellular base stations where standard upgrades frequently occur. By 
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having a generic hardware platform, upgrades of standards can easily be incorporated. 

Migrations for example from UMTS to HSPA and on to LTE could be accommodated simply by 

uploading new software and reconfiguring it without any hardware changes, despite the fact that 

different modulation schemes and frequencies may be used. 

There are many opportunities for considering the use of the software defined radio, SDR, 

concept. As time progresses and the technology moves forward, it will be possible to use the 

concept in new areas. 

 

3.2 Software defined radio definition 

Although it may sound a trivial exercise, creating a definition for the software defined radio is 

not as simple as it seems. It is also necessary to produce a robust definition for many reasons 

including regulatory applications, standards issues, and for enabling the SDR technology to 

move forwards more quickly. 

 

Many definitions have appeared that might cover a definition for a software defined radio, SDR. 

The SDR Forum themselves have defined the two main types of radio containing software in the 

following fashion: 

 

• Software Controlled Radio:   Radio in which some or all of the physical layer functions 

are Software Controlled. In other words this type of radio only uses software to provide 

control of the various functions that are fixed within the radio. 

 

• Software Defined Radio:   Radio in which some or all of the physical layer functions are 

Software Defined. In other words, the software is used to determine the specification of 



Chapter 3 [SOFTWARE DEFINED RADIO CONCEPT] 

 

26 

 

the radio and what it does. If the software within the radio is changed, its performance 

and function may change[6]. 

 

Another definition that seems to encompass the essence of the Software Defined radio, SDR is 

that it has a generic hardware platform on which software runs to provide functions including 

modulation and demodulation, filtering (including bandwidth changes), and other functions such 

as frequency selection and if required frequency hopping. By reconfiguring of changing the 

software, then the performance of the radio is changed. 

 

To achieve this the software defined radio technology uses software modules that run on a 

generic hardware platform consisting of digital signal processing (DSP) processors as well as 

general purpose processors to implement the radio functions to transmit and receive signals. 

 

In an ideal world the signal at the final frequency and at the correct level would emanate, and 

similarly for reception, the signal from the antenna would be directly converted to digits and all 

the processing be undertaken under software control. In this way there are no limitations 

introduced by the hardware. To achieve this, the Digital to Analogue conversion for transmission 

would need to have a relatively high power, dependent upon the application and it would also 

need to have very low noise for receive. As a result full software definition is not normally 

possible. 
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3.3 Levels of SDR 

It is not always feasible or practicable to develop a radio that incorporates all the features of a 

fully software defined radio. Some radios may only support a number of features associated with 

SDRs, whereas others may be fully software defined. In order to give a broad appreciation of the 

level at which a radio may sit, the SDR Forum (now called the Wireless Innovation Forum, 

WINNF) has defined a number of tiers. These tiers can be explained in terms of what is 

configurable. 

• Tier 1:   A software controlled radio where limited functions are controllable. These may 

be power levels, interconnections, etc. but not mode or frequency. 

• Tier 2:   In this tier of software defined radio there is significant proportion of the radio is 

software configurable. Often the term software controlled radio, SCR may be used. There 

is software control of parameters including frequency, modulation and waveform 

generation / detection, wide/narrow band operation, security, etc. The RF front end still 

remains hardware based and non-reconfigurable. 

• Tier 3:   The ideal software radio or ISR where the boundary between configurable and 

non-configurable elements exists very close to the antenna, and the "front end" is 

configurable. It could be said to have full programmability.  

 

 

 

 

Block diagram of an 'Ideal' Software Defined Radio 



Chapter 3 [SOFTWARE DEFINED RADIO CONCEPT] 

 

28 

 

• Tier 4:   The ultimate software radio or USR is a stage further on from the Ideal Software 

Radio, ISR. Not only does this form of software defined radio have full programmability, 

but it is also able to support a broad range of functions and frequencies at the same time. 

With many electronic items such as cell phones having many different radios and 

standards a software definable multifunction phone would fall into this category. 

 

3.4 SDR security 

 

Another area of growing importance is that of SDR security. Many military radios, and often 

many commercial radio systems will need to ensure the transmissions remain secure, and this is 

an issue that is important for all types of radio. However when using a software defined radio, 

SDR, there is another element of security, namely that of ensuring that the software within the 

radio is securely upgraded. With the growing use of the Internet, many SDRs will use this to 

medium to deliver their updates. This presents an opportunity for malicious software to be 

delivered that could modify the operation of the radio or prevent its operation altogether. 

Accordingly SDR software security needs to be considered, if the Internet is used for software 

delivery or where there could be security weaknesses that could be employed maliciously. 

 

3.5 SDR interoperability testing 

With the need to transfer waveforms from one radio or platform to another it is necessary to 

undertake full interoperability testing. This needs to assure that the code can be transported from 

one platform to another and provides the correct functionality for the particular waveform in 

case. To achieve this the waveforms generally need to be certified and accredited. 
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The SDR, software defined radio is a reality today, and it is being used in many areas. However 

there are a number of limitations that prevent them being used in as many applications as some 

would like. One is the sheer processing power that is required, and the resulting power 

consumption. It is necessary to undertake a power consumption / processing power trade-off, and 

this is one of the core decisions that needs to be made at the outset. As a result of this it is not 

feasible to use SDR for cell phone designs, but cell phone base-stations are using them as power 

consumption and space are normally not issues and the software can be upgraded to enable the 

moving standards to be tracked. Also software defined radios are being used by the military, and 

already some handheld designs are appearing. As technology progresses software defined radios 

will be used in more applications, yet there will always be a decision to be made as the SDR is 

not the right decision for all radios. For small cheap radios where changes will be few, the SDR 

is definitely not right. But for more complicated systems where length of service is an issue and 

where change is likely, then the SDR is definitely a good option to be considered. 

 

3.6 Software Defined Radio SDR Hardware 

The hardware for a software defined radio is a particularly important element of the overall 

design. While the whole idea of the radio is that it is fundamentally driven by software, it still 

needs the basic hardware to enable the software to run. 

the software defined radio hardware presents some interesting challenges to the hardware 

development engineer. The performance of the hardware will define exactly how much can be 

done within the software. 

With the interface between software and hardware controlled functions needing to be as close to 

the antenna as possible to provide greater levels of software control and hence reconfigurability, 

this provides greater challenges in terms of design, performance and cost. As a result, decisions 

need to be made at the earliest stages of any design to determine where the boundary will be, 

based on functionality required, performance and cost. 
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3.7 SDR hardware architecture 

Although there are many different levels of SDR and many ways in which a software defined 

radio may be designed, it possible to give some generalized comments about the basic structures 

that are used. 

Apart from the control and management software and its associated hardware, a software defined 

radio (SDR) can be considered to contain a number of basic functional blocks as detailed below: 

 

• RF Amplification:   These elements are the RF amplification of the signals travelling to 

and from the antenna. On the transmit side the amplifier is used to increase the level of 

the RF signal to the required power to be transmitted. It is unlikely that direct conversion 

by the DAC will give the required output level. On the receive side signals from the 

antenna need to be amplified before passing further into the receiver. If antenna signals 

are directly converted into digital signals, quantization noise becomes an issue even f the 

frequency limits are not exceeded. 

 

 

• Frequency conversion:   In many designs, some analogue processing may be required. 

Typically this may involve converting the signal to and from the final radio frequency. In 

some designs this analogue section may not be present and the signal will be converted 

directly to and from the final frequency from and to the digital format. Some intermediate 

frequency processing may also be present. 

 

• Digital conversion:   It is at this stage that the signal is converted between the digital and 

analogue formats. This conversion is in many ways at the heart of the equipment.  

 

When undertaking these conversions there are issues that need to be considered. On the 
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receive side, the maximum frequency and number of bits to give the required 

quantization noise are of great importance. On the transmit side, the maximum frequency 

and the required power level are some of the major issues. 

 

• Baseband processor:   The baseband processor is at the very centre of the software 

defined radio. It performs many functions from digitally converting the incoming or 

outgoing signal in frequency. These elements are known as the Digital Up Converter 

(DUC) for converting the outgoing signal from the base frequency up to the required 

output frequency for conversion from digital to analogue. On the receive side a Digital 

Down Converter (DDC) is used to bring the signal down in frequency. The signal also 

needs to be filtered, demodulated and the required data extracted for further processing.  

 

One of the key issues of the baseband processor is the amount of processing power required. The 

greater the level of processing, the higher the current consumption and in turn this required 

additional cooling, etc. This may have an impact on what can be achieved if power consumption 

and size are limitations. Also the format of any processing needs to be considered - general 

processors, DSPs, ASICs and in particular FPGAs may be used. FPGAs are of particular interest 

because they may be reconfigured to change the definition of the radio. 
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Chapter Four 

4. Proposed encryption schemes 

 

4.1 Stream cipher:  

Many modern communications and secure systems such as (mobile phone, Bluetooth, SSL, 

Computer network, etc.) require high speed algorithms to encrypt binary coded plaintext 

messages which may be several million bits long and display notable structure. The most 

commonly used cipher in this case is a stream cipher. A stream cipher denotes the process of 

encryption where binary plaintext is encrypted one bit at a time. The simplest and most often 

used stream cipher for encrypting binary plaintext is where the bit at a time interval t of a pseudo 

random sequence zt, is combined using module two addition with the plaintext bit mt, at time 

interval t to produce the cipher text bit at time interval t, denoted by ct. The sequence zt is called 

the key stream for the stream. The encryption process can be expressed as: ct=mt⊕Z (1.1) 

Where ⊕ denotes module two additions (xor). The decryption process can be expressed as: mt 

=ct⊕Zt (1.2) It should be noted, as indicated by equations (1) and (2); that both the encryptor 

and decryptor need to able to generate the same key stream sequence zt. The key K for the cipher 

is the initial seed to start the generator. Both the encryptor and decryptor need to process this 

key. A common method for forming the key stream; zt is to apply a nonlinear Boolean function f 

to the output binary sequences formed by several linear feedback shift registers (LFSR's) whose 

characteristic polynomials are primitive 

4.1.1 Stream cipher concept 

In cryptography, a stream cipher is a symmetric cipher in which the plaintext digits are encrypted 

one at a time, and in which the transformation of successive digits varies during the encryption. 

An alternative name is a state cipher, as the encryption of each digit is dependent on the current 

state. In practice, the digits are typically single bits or bytes. Stream ciphers represent a different 

approach to symmetric encryption from block ciphers. Block ciphers operate on large blocks of 
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digits with a fixed, unvarying transformation. This distinction is not always clear cut: some 

modes of operation use a block cipher primitive in such a way that it then acts effectively as a 

stream cipher. Stream ciphers typically execute at a higher speed than block ciphers and have 

lower hardware complexity. Where the change of state does not depend on the input (plaintext) 

to the system are called synchronous (in contrast to asynchronous systems). These systems have 

the property that every plaintext bit is enciphered independently of the others and an error in one 

bit does not propagate to other parts of the cipher text. It has two drawbacks: First, it limits the 

possibility to detect errors when decrypting. Second, an attacker can insert controlled changes to 

parts of the cipher text and may achieve a wanted modification of the plaintext. 

 

 

 

 

 

 

 

4.1.2 Synchronous stream ciphers 

Definition A synchronous stream cipher is one in which the keystream is generated 

independently of the plaintext message and of the ciphertext.  

 

properties of synchronous stream ciphers: 

(i) synchronization requirements. In a synchronous stream cipher, both the sender and receiver 

must be synchronized – using the same key and operating at the same state within that key – to 

Key stream 

generator Key stream  

Plain text 

Cipher text 

  Figure 4.1 - Stream cipher concept  
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allow for proper decryption. If synchronization is lost due to ciphertext digits being inserted or 

deleted during transmission, then decryption 

fails and can only be restored through additional techniques for re synchronization. Techniques 

for re-synchronization include re-initialization, placing special markers at regular intervals in the 

ciphertext, or, if the plaintext contains enough redundancy, trying all possible keystream offsets. 

 

 

(ii) no error propagation. A ciphertext digit that is modified (but not deleted) during transmission 

does not affect the decryption of other ciphertext digits. 

(iii) active attacks. As a consequence of property (i), the insertion, deletion, or replay of 

ciphertext digits by an active adversary causes immediate loss of synchronization, and hence 

might possibly be detected by the decryptor. As a consequence of property (ii), an active 

adversary might possibly be able to make changes to selected ciphertext digits, and know exactly 

what affect these changes have on the plaintext. This illustrates that additional mechanisms must 

be employed in order to provide data origin authentication and data integrity guarantees 

 

Example on stream cipher 

Additive stream cipher: A binary additive stream cipher is a synchronous stream cipher in which 

the keystream, plaintext, and ciphertext digits are binary digits, and also use the XOR function. 

 

4.1.3 Self-synchronizing or asynchronous stream cipher 

Definition A self-synchronizing or asynchronous stream cipher is one in which the keystream is 

generated as a function of the key and a fixed number of previous ciphertext digits. 
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Properties of self-synchronizing stream ciphers 

(i) Self-synchronization. Self-synchronization is possible if ciphertext digits are deleted or 

inserted, because the decryption mapping depends only on a fixed number of preceding 

ciphertext characters. Such ciphers are capable of re-establishing proper decryption 

automatically after loss of synchronization, with only a fixed number of plaintext characters 

unrecoverable. 

(ii) Limited error propagation. Suppose that the state of a self - synchronization stream cipher 

depends on _ previous ciphertext digits. If a single ciphertext digit is modified (or even deleted 

or inserted) during transmission, then decryption of up to _ subsequent ciphertext digits may be 

incorrect, after which correct decryption resumes. 

(iii) Active attacks. Property (ii) implies that any modification of ciphertext digits by an active 

adversary causes several other ciphertext digits to be decrypted incorrectly, thereby improving  

(compared to synchronous stream ciphers) the likelihood of being detected by the decryptor. As 

a consequence of property (i), it is more difficult (than for synchronous stream ciphers) to detect  

insertion, deletion, or replay of ciphertext digits by an active adversary. This illustrates that 

additional mechanisms must be employed in order to provide data origin authentication and data 

integrity guarantees. 

(iv) Diffusion of plaintext statistics. Since each plaintext digit influences the entire following 

ciphertext, the statistical properties of the plaintext are dispersed through the ciphertext. Hence, 

self-synchronizing stream ciphers may be more resistant than synchronous stream ciphers against 

attacks based on plaintext redundancy. 
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4.1.4 Theory of operation 

We will use the synchronous stream cipher. There is no change in the theory of the main 

operation which is the xor.    

 

The encryption operation: 

The generated key is xored with plain text bit by bit and the output from this operation is the 

cipher text. 

 

 

 

 

 

The decryption operation:  

 The generated key is xored with cipher text bit by bit and the output from this operation is the 

plain text 

 

 

 

 

 

Key generator 

Plain text 

Cipher text 

Key generator 

Plain text 

Cipher text 

  Figure 4.2 - Encryption operation 

 Figure 4.3 - Decryption operation 
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But, we make a new design for the key generator to destroy the linearity of the linear feedback 

shift registers (LFSRs) used in generation. We use three LFSRs, three MUXs (2*1), three MUXs 

(4*1), and a memory. 

 

4.1.5 Design of the used components 

The linear Feedback shift registers 

Linear feedback shift registers (LFSRs) are used in many of the key stream generators. 

Definition A linear feedback shift register (LFSR) of length L consists of L stages  numbered 0; 

1; : : : ; L − 1, each capable of storing one bit and having one input and one output. They are D 

flip flops, and a clock which controls the movement of data 

 

 

The Characteristic polynomial defined by XOR positions 

P(x) = x4 + x3 + x + 1 in both examples. An LFSR generates periodic sequence must start in a 

non-zero state. The maximum-length of an LFSR sequence is (2^n) -1. It does not generate all 0s 

pattern (gets stuck in that state) .The characteristic polynomial of an LFSR generating a 

maximum-length sequence .A maximum-length sequence is pseudo-random and it has some 

characteristics like : 

-Balance where no of one’s is equal to no of zero’s +1  

  Figure 4.4 - LFSR 
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-Randomness where probability of next bit to be “1” is equal to probability for the next bit to be 

“0”. 

-Runs probability of long sequence is found once. Shorter runs occur more often. 

-Correlation properties where periodic correlation function gives maximum o/p at k=0 (no shift) 

while gives 0 or -1 at the rest of shifts.  

-Unpredictability 

 

 

 

 

 

Multiplexer (MUX) 

In electronics, a multiplexer (or mux) is a device that selects one of several analog or digital 

input signals and forwards the selected input into a single line A multiplexer of 2
n
 inputs has n 

select lines, which are used to select which input line to send to the output. Multiplexers are 

mainly used to increase the amount of data that can be sent over the network within a certain 

amount of time and bandwidth. A multiplexer is also called a data selector 

 

              Figure 4.5 - linear Feedback shift registers 

 Figure 4.6 - Multiplexer 
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 Memory 

It is a nonlinear balanced memory consists of 8 slots (contains 4 ones and 4 zeros) distributed 

randomly in it to not reflect the sequence of input, and it is the last stage in destroying the 

linearity of the LFSRs .we use it in the concept of lookup table. It has address bus and data bus  

 

 

 

 

 

 

 

 

4.1.6 Design and operation for the key generator 

We start to design our stream cipher block key generator. as we said before we want to damage 

the linearity of the three linear feedback shift registers used so we will use some MUXs (4*1) 

and (2*1) then we will use a memory as look up table concept  as in figure.4.8 

 

 

 

 

 

Address bus Data bus 

    Figure 4.7 - 8 slots Memory  
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Figure 4.8 - Key generator of stream cipher 
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First, we use three LFSRs of length 91,103 and 113 let them be (a, b and c) respectively. At the 

input of each one there is a MUX (2*1) when the selector of this MUX is 1 it connects the output 

of (a) with the input of (b) and the output of (b) with the input of (c) this case will happen at the 

beginning of the process to fill the all LFSRs with the initial seed which is 307 binary bits. When 

the process of filling all the LFSRs end we put 0 at the selector of each MUX to connect the 

feedback circuit and use the different taps table to know how to get the max length form each 

register. We get that we must do Xor between taps (90, 89,7and 6) for (a), also taps (102 and 93) 

for (b) and taps (112 and 103) for (c). Note: bits are counted from zero  

 

 

 

 

 Figure 4.9 - The process of filling the LFSRs and then the  feedback  
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Second, we found that we must destroy the linearity of the first step so we use three MUXs 

(4*1), one for each LFSR (a, b, c). The inputs for these MUXs are different taps from the LFSRs 

and the selectors of these MUXs connected to other LFSRs of length 3.the initial state of these 

LFSRs is (001) to get all the possible combinations (00,01,10,11)  

 

 

 Third, the outputs from these MUXs are the address bus (input) for a memory “look up table” as 

shown in (figure 4.7). This memory is balanced (number of ones equal number of zeros) and they 

are distributed randomly in it. We will get the output from the data bus bit by bit  

 

We conclude that what we do in the above we destroy the linearity of the key and this is our 

goal. Now we can use the output from the memory which is the generated key and xored it with 

the plain text to get the cipher text in encryption and xored it with the cipher text to get the plain 

text in the decryption.  

 

 

 Figure 4.10 - Mux 4*1 with slectors connected to LFSR of    3 taps  
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4.2 Block Cipher 

4.2.1 DES (Data Encryption Standard): it is the most well-known symmetric-key block cipher. 

Recognized world-wide, it set a precedent in the mid 1970s as the first commercial-grade 

modern algorithm with openly and fully specified implementation details[7]. 

DES is now considered to be insecure for many applications. This is chiefly due to the 56-bit key 

size being too small; in January, 1999, distributed.net and the Electronic Frontier 

Foundation collaborated to publicly break a DES key in 22 hours and 15 minutes. 

DES is the archetypal block cipher, an algorithm that takes a fixed-length string of plaintext bits 

and transforms it through a series of complicated operations into another ciphertext bit string of 

the same length. In the case of DES, the block size is 64 bits. DES also uses a key to customize 

the transformation, so that decryption can supposedly only be performed by those who know the 

particular key used to encrypt. The key ostensibly consists of 64 bits; however, only 56 of these 

are actually used by the algorithm. Eight bits are used solely for checking parity, and are 

thereafter discarded. Hence the effective key length is 56 bits, and it is always quoted as such. 

Every 8th bit of the selected key is discarded, that is, positions 8, 16, 24, 32, 40, 48, 56, 64 are 

removed from the 64 bit key leaving behind only the 56 bit key. 

To understand the concept of the DES we may discuss it on the following example 

A)Key schedule 

Assuming our key is 

KEY 1 3 3 4 5 7 7 9 9 B B C D F F 1 

K 0001 0011 0011 0100 0101 0111 0111 1001 1001 1011 1011 1100 1101 1111 1111 0001 

Step 1: PC-1 permutation 

After converting to 64-bit representation, key is permuted according to the PC-1 table. Idea of 

discussed permutation is following: the first value in the table equals "57". It means that the 57th 

bit of the given key K is the first bit of the permuted key K+. The 41st bit of the original key 

becomes the 3rd bit of the permuted key and so on. This rule is applied to any further 
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permutation. It's important to notice that only 56 bits of the original key remains in the newly 

created permuted key. As written before, every 8th bit of each byte is ignored. 

PC-1 57 49 41 33 25 17 9 

1 58 50 42 34 26 18 

10 2 59 51 43 35 27 

19 11 3 60 52 44 36 

63 55 47 39 31 23 15 

7 62 54 46 38 30 22 

14 6 61 53 45 37 29 

21 13 5 28 20 12 4 

K+ 1111 0000 1100 1100 1010 1010 1111 0101 0101 0110 0110 0111 1000 1111 

Step 2: K+ splitting: The next step is splitting K+ into halves: C0 and D0. Each half has 28 bits. 

K+ 1111 0000 1100 1100 1010 1010 1111 0101 0101 0110 0110 0111 1000 1111 

C0 1111 0000 1100 1100 1010 1010 1111 

D0 0101 0101 0110 0110 0111 1000 1111 

Step3: Creating 16 sub-keys using shifting 

Next we create sixteen pairs Cn and Dn. Every pair Cn, Dn is created from the previous pairCn-

1, Dn-1 for 1<=n<=16 through certain number of "left shifts" of the previous block of bits. To 

perform a left shit we need to move each bit of a block of data one place to the left. The first bit 

goes to the end of the block. 
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ITERATION 

CODE 

 

      

Shifts 

C1 1110 0001 1001 1001 0101 0101 1111 

1 

D1 1010 1010 1100 1100 1111 0001 1110 

C2 1100 0011 0011 0010 1010 1011 1111 

1 

D2 0101 0101 1001 1001 1110 0011 1101 

C3 0000 1100 1100 1010 1010 1111 1111 

2 

D3 0101 0110 0110 0111 1000 1111 0101 

C4 0011 0011 0010 1010 1011 1111 1100 

2 

D4 0101 1001 1001 1110 0011 1101 0101 

C5 1100 1100 1010 1010 1111 1111 0000 

2 

D5 0110 0110 0111 1000 1111 0101 0101 

C16 1111 0000 1100 1100 1010 1010 1111 

1 

D16 0101 0101 0110 0110 0111 1000 1111 

 

 

 

 

 

 

 

Iteration 

number 
1 2 3 4 5 6 7 8 9 10 11 12 13 15 16 

shifts 1 1 2 2 2 2 2 2 1 2 2 2 2 2 1 

Table 4.2.1 - Sub-key generation 

Table 4.2.2 - Number of shifts 
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Step 4: PC-2 permutation 

Before the final permutation we need to merge each pair of data. After that each block of 

bits Cn,Dn for 1<=n<=16 is permuted according to the PC-2 table forming the keys Kn. Only 48 

bits of each concatenated pair remain in the permuted key. 

 

PC-

2 
14 17 11 24 1 5 

 

3 28 15 6 21 10 

 

23 19 12 4 26 8 

 

16 7 27 20 13 2 

 

41 52 31 37 47 55 

 

30 40 51 45 33 48 

 

44 49 39 56 34 53 

 

46 42 50 36 29 32 

 

C1D1 1110 0001 1001 1001 0101 0101 1111 1010 1010 1100 1100 1111 0001 1110 

C2D2 1100 0011 0011 0010 1010 1011 1111 0101 0101 1001 1001 1110 0011 1101 

 

K1 0001 1011 0000 0010 1110 1111 1111 1100 0111 0000 0111 0010 

K2 0111 1001 1010 1110 1101 1001 1101 1011 1100 1001 1110 0101 

And so on. 
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B) Message encoding 

Step1: Initial permutation 

 

Initial permutation IP of the plaintext M is the first step of message encrypting stage. It permutes 

bits of M according to the IP table creating rearranged block of bits IP. 

 

Message 0 1 2 3 4 5 6 7 8 9 A B C D E F 

 

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111 

 

IP 58 50 42 34 26 18 10 2 

 

60 52 44 36 28 20 12 4 

 

62 54 46 38 30 22 14 6 

 

64 56 48 40 32 24 16 8 

 

57 49 41 33 25 17 9 1 

 

59 51 43 35 27 19 11 3 

 

61 53 45 37 29 21 13 5 

 

63 55 47 39 31 23 15 7 

IP 1100 1100 0000 0000 1100 1100 1111 1111 1111 0000 1010 1010 1111 0000 1010 1010 

Step2: IP splitting: The next step is splitting IP into halves: L0 and R0. Both halves have 32 bits. 

L0 1100 1100 0000 0000 1100 1100 1111 1111 

R0 1111 0000 1010 1010 1111 0000 1010 1010 
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Step3: Iterations 

Next step is 16 iterations. For 1<=n<=16 we calculate: 

Ln = Rn-1 

Rn = Ln-1  f(Rn-1,Kn) 

Function f operates on two blocks of data: Rn-1 and Kn. It produces 32-bit long block of data. 

Process of calculating f function consists of 4 steps: 

1. E permutation 

2. XOR with a subkey 

3.S box transformation 

4. P permutation 

F function executing - E permutation 

Let's start the first iteration! In the beginning we expand block Rn-1 from 32 to 48 bits. It is made 

by permuting the input block according to the E table. In this operation some of bits are repeated. 

Output block is marked E(R0). 

E 32 1 2 3 4 5 

 

4 5 6 7 8 9 

 

8 9 10 11 12 13 

 

12 13 14 15 16 17 

 

16 17 18 19 20 21 

 

20 21 22 23 24 25 

 

24 25 26 27 28 29 

 

28 29 30 31 32 1 

In this step we XOR E(Rn-1) with the key Kn. In the first iteration it is K1  E(R0). 
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E(R0) 0111 1010 0001 0101 0101 0101 0111 1010 0001 0101 0101 0101 

K1 0001 1011 0000 0010 1110 1111 1111 1100 0111 0000 0111 0010 

K1(xor)E(RO) 0110 0001 0001 0111 1011 1010 1000 0110 0110 0101 0010 0111 

 

F function executing - S box transformation 

On this stage we have 48-bit long block of data to work with. We can present this also as eight 

groups of six bits. The groups of six are used now as addresses in tables called "S boxes". At the 

specific location is placed a 4-bit number. This number is going to replace the original group of 

six bits. As the output we get eight groups of 4 bits. 

The idea of transformation is straightforward: the first and the last bit of the first group of six bits 

form a binary number in the decimal range 0 to 3. This is the number of a row in the S1 table. 

The middle four bits of the group of six bits form a binary number in the decimal range 0 to 15. 

This is the number of a column in the S1 table. Those two coordinates indicates a decimal 

number, which as a 4-bit long binary number is the output. We repeat this operation for each of 

eight groups of six bits and as a result we obtain eight groups of 4 bits. 

 

S1 

  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

 

0 

 

14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7 

 

1 

 

0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8 

 

2 

 

4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0 

 

3 

 

15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13 

S2 

  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Table 4.2.3 - DES S-Box 
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0 

 

15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10 

 

1 

 

3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5 

 

2 

 

0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15 

 

3 

 

13 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9 

S3 

  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

 

0 

 

10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8 

 

1 

 

13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1 

 

2 

 

13 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7 

 

3 

 

1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12 

S4 

  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

 

0 

 

7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15 

 

1 

 

13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9 

 

2 

 

10 6 9 0 12 11 7 13 15 1 3 14 5 2 8 4 

 

3 

 

3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14 

S5 

  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

 

0 

 

2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9 

 

1 

 

14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6 

 

2 

 

4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14 

 

3 

 

11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3 
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S6 

  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

 

0 

 

12 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11 

 

1 

 

10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8 

 

2 

 

9 14 15 5 2 8 12 3 7 0 4 10 1 13 11 6 

 

3 

 

4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13 

S7 

  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

 

0 

 

4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1 

 

1 

 

13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6 

 

2 

 

1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2 

 

3 

 

6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12 

S8 

  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

 

0 

 

13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7 

 

1 

 

1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2 

 

2 

 

7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8 

 

3 

 

2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11 

 

K1  E(R0)=B1B2B3B4B5B6B7B8=011000 010001 011110 111010 100001 100110 010100 100111 

S(B1)S(B2)S(B3)S(B4)S(B5)S(B6)S(B7)S(B8) 0101 1100 1000 0010 1011 0101 1001 0111 
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F function executing - P permutation: The final step in f function calculating is P permutation. 

P 16 7 20 21 

 

29 12 28 17 

 

1 15 23 26 

 

5 18 31 10 

 

2 8 24 14 

 

32 27 3 9 

 

19 13 30 6 

 

22 11 4 25 

 

F 0010 0011 0100 1010 1010 1001 1011 1011 

 

The final result of the first iteration: 

L1=R0 1111 0000 1010 1010 1111 0000 1010 1010 

R1 1110 1111 0100 1010 0110 0101 0100 0100 

After the 16
th

 iteration: 

L16 0100 0011 0100 0010 0011 0010 0011 0100 

        

R16 0000 1010 0100 1100 1101 1001 1001 0101 

        

Step4: Reverse connecting 

Next we reverse order of the two blocks and merge them. 

R16L16 0000 1010 0100 1100 1101 1001 1001 0101 0100 0011 0100 0010 0011 0010 0011 0100 
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Step5: IP permutation 

After the last step in message encrypting, which is IP
-1

 permutation, we obtain the output. 

 

 

 

 

 

 

 

 

 

Then the output of the DES system will be: 

IP-1 1000 0101 1110 1000 0001 0011 0101 0100 0000 1111 0000 1010 1011 0100 0000 0101 

OUTPUT 8 5 E 8 1 3 5 4 0 F 0 A B 4 0 5 

4.2.2 Triple DES (Triple Data Encryption Standard) 

Triple DES provides a relatively simple method of increasing the key size of DES to protect 

against such attacks, without the need to design a completely new block cipher algorithm. 

Key Options: 

The standards define three keying options: 

� Keying option 1: All three keys are independent. 

IP-

1 
40 8 48 16 56 24 64 32 

 

39 7 47 15 55 23 63 31 

 

38 6 46 14 54 22 62 30 

 

37 5 45 13 53 21 61 29 

 

36 4 44 12 52 20 60 28 

 

35 3 43 11 51 19 59 27 

 

34 2 42 10 50 18 58 26 

 

33 1 41 9 49 17 57 25 
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� Keying option 2: K1 and K2 are independent, and K3 = K1. 

� Keying option 3: All three keys are identical, i.e. K1 = K2 = K3. 

Keying option 1 is the strongest, with 3 × 56 = 168 independent key bits. 

Keying option 2 provides less security, with 2 × 56 = 112 key bits. This option is stronger than 

simply DES encrypting twice, e.g. with K1 and K2, because it protects against meet-in-the-

middle attacks. 

Keying option 3 is equivalent to DES, with only 56 key bits. This option provides backward 

compatibility with DES, because the first and second DES operations cancel out. It is no longer 

recommended by the National Institute of Standards and Technology (NIST). 
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4.2.3 AES (Advanced Encryption Standard)

The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data

established by the U.S National Institute of Standards and Technology (NIST) in 2001.

Originally called Rijndael, the cipher was developed by two Belgian cryptographers, Joan

Daemen and Vincent Rijmen, who submitted to the AES selection process[8].

AES is based on a design principle known as

a substitution-permutation network, and is fast in

both software and hardware. Unlike its

predecessor DES, AES does not use a Feistel

network. AES is a variant of Rijndael which has

a fixed block size of 128 bits, and a key size of

128, 192, or 256 bits. By contrast, the Rijndael

specification per se is specified with block and

key sizes that may be any multiple of 32 bits,

both with a minimum of 128 and a maximum of

256 bits.

Before going into the detailed AES algorithm,

first we need to know some of the definitions

and the terminologies of some parameters used

in the AES encryption technique.

Cipher Key: AES is a symmetric key encryption algorithm. It uses a cipher key whose length is

128 bits, 192 bits or 256 bits. The AES algorithm with a cipher key of length 128, 192, 256 bits

is denoted AES-128, AES-192, AES-256, respectively.

Figure 4.11 - AES message encryption
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State: The process of encryption (decryption) of plaintext (ciphertext) to ciphertext (plaintext) 

generates intermediate 128-bit results. These intermediate results are referred to as the State. 

Data Blocks: AES operates on an input data block of 128 bits and its output is also a data block 

of 128 bits. 

Round Keys: AES-128, AES192, and AES-256 algorithms expand the cipher key to 10, 12, and 

14 round keys, respectively. The length of each round key is 128 bits. The algorithm for deriving 

the round keys from the cipher key is the called the AES Key Expansion. 

AddRoundKey: AddRoundKey is a (128-bit, 128-bit) 128-bit transformation, which is defined as 

the bit-wise xor of its two arguments. In the AES flow, these arguments are the State and the 

round key. AddRoundKey is its own inverse. 

 

AES uses four types of transformations: substitution, permutation, mixing, and key-adding. 

1. Substitution 

2. Permutation 

3. Mixing 

4. Key adding 

 

SubBytes: The first transformation, SubBytes, is used at the encryption site. To substitute a byte, 

we interpret the byte as two hexadecimal digits. 
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SubBytes Transformation Table 

  0 1 2 3 4 5 6 7 8 9 a b c d e f 

 0   63   7c   77   7b   f2   6b   6f   c5   30   01   67   2b   fe   d7   ab   76  

 1   ca   82   c9   7d   fa   59   47   f0   ad   d4   a2   af   9c   a4   72   c0  

 2   b7   fd   93   26   36   3f   f7   cc   34   a5   e5   f1   71   d8   31   15  

 3   04   c7   23   c3   18   96   05   9a   07   12   80   e2   eb   27   b2   75  

 4   09   83   2c   1a   1b   6e   5a   a0   52   3b   d6   b3   29   e3   2f   84  

 5   53   d1   00   ed   20   fc   b1   5b   6a   cb   be   39   4a   4c   58   cf  

 6   d0   ef   aa   fb   43   4d   33   85   45   f9   02   7f   50   3c   9f   a8  

 7   51   a3   40   8f   92   9d   38   f5   bc   b6   da   21   10   ff   f3   d2  

 8   cd   0c   13   ec   5f   97   44   17   c4   a7   7e   3d   64   5d   19   73  

 9   60   81   4f   dc   22   2a   90   88   46   ee   b8   14   de   5e   0b   db  

 a   e0   32   3a   0a   49   06   24   5c   c2   d3   ac   62   91   95   e4   79  

 b   e7   c8   37   6d   8d   d5   4e   a9   6c   56   f4   ea   65   7a   ae   08  

 c   ba   78   25   2e   1c   a6   b4   c6   e8   dd   74   1f   4b   bd   8b   8a  

 d   70   3e   b5   66   48   03   f6   0e   61   35   57   b9   86   c1   1d   9e  

 e   e1   f8   98   11   69   d9   8e   94   9b   1e   87   e9   ce   55   28   df  

 f   8c   a1   89   0d   bf   e6   42   68   41   99   2d   0f   b0   54   bb   16 

Table 4.2.4 - AES S-box 
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The Inverse SubBytes Transformation 

  0 1 2 3 4 5 6 7 8 9 a b c d e f 

 0   52   09   6a   d5   30   36   a5   38   bf   40   a3   9e   81   f3   d7   fb  

 1   7c   e3   39   82   9b   2f   ff   87   34   8e   43   44   c4   de   e9   cb  

 2   54   7b   94   32   a6   c2   23   3d   ee   4c   95   0b   42   fa   c3   4e  

 3   08   2e   a1   66   28   d9   24   b2   76   5b   a2   49   6d   8b   d1   25  

 4   72   f8   f6   64   86   68   98   16   d4   a4   5c   cc   5d   65   b6   92  

 5   6c   70   48   50   fd   ed   b9   da   5e   15   46   57   a7   8d   9d   84  

 6   90   d8   ab   00   8c   bc   d3   0a   f7   e4   58   05   b8   b3   45   06  

 7   d0   2c   1e   8f   ca   3f   0f   02   c1   af   bd   03   01   13   8a   6b  

 8   3a   91   11   41   4f   67   dc   ea   97   f2   cf   ce   f0   b4   e6   73  

 9   96   ac   74   22   e7   ad   35   85   e2   f9   37   e8   1c   75   df   6e  

 a   47   f1   1a   71   1d   29   c5   89   6f   b7   62   0e   aa   18   be   1b  

 b   fc   56   3e   4b   c6   d2   79   20   9a   db   c0   fe   78   cd   5a   f4  

 c   1f   dd   a8   33   88   07   c7   31   b1   12   10   59   27   80   ec   5f  

 d   60   51   7f   a9   19   b5   4a   0d   2d   e5   7a   9f   93   c9   9c   ef  

 e   a0   e0   3b   4d   ae   2a   f5   b0   c8   eb   bb   3c   83   53   99   61  

 f   17   2b   04   7e   ba   77   d6   26   e1   69   14   63   55   21   0c   7d  

 

 



Chapter 4                                                       [PROPOSED ENCRYPTION SCHEMES] 

 

60 

 

Permutation: 

ShiftRows: 

Row (0): no shift, row (1): 1-byte shift, row (2): 2-byte shift and row (3): 3-byte shift 

Mixing: We need an interbyte transformation that changes the bits inside a byte, based on the bits 

inside the neighboring bytes. We need to mix bytes to provide diffusion at the bit level. 

We will multiply the state by the following matrix 

 

C 

  

Inverse C 

02 03 01 01 0E 0B 0D 09 

01 02 03 01 09 0E 0B 0D 

01 01 02 03 0D 09 0E 0B 

03 01 01 02 0B 0D 09 OE 

 

If it was multiplied by 01 that means that the byte will still as it is, if it was multiplied it by 02 

then a left shift must be done then XORed by 00011011, if it is multiplied by 03 then it will 

XORed by one shift to the left and XORed one more time by 00011011[9]. 

Key adding: 

AddRoundKey proceeds one column at a time.  AddRoundKey adds a round key word with each 

state column matrix; the operation in AddRoundKey is matrix addition. 
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Figure 4.12- AES key generation

The key expansion:
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Table 4.2.5 - Rcon table 

tᵢ=Subword(Rotation (wᵢ ₁ـ)) Rcon[i/4] 

 

The key-expansion routine can either use the above table when 

calculating the words or use the GF(2
8
) field to calculate the 

leftmost byte dynamically, as shown in the table. 

 

Thus we can generate many subkeys using these steps, AES has 

10 rounds for 128-bit keys, 12 rounds for 192-bit keys, and 14 

rounds for 256-bit keys. 

 

To create round keys for each round, AES uses a key-expansion 

process. If the number of rounds is Nr , the key-expansion routine 

creates Nr + 1 128-bit round keys from one single 128-bit cipher 

key.  

 

Example: The next table shows how the keys for each round are 

calculated assuming that the 128-bit cipher key is (24 75 A2 B3 34 75 56 88 31 E2 12 00 13 AA 

54 87)16. 

Round Contant (Rcon) 

1 (01 00 00 00)₁₆ 

2 (02 00 00 00)₁₆ 

3 (04 00 00 00)₁₆ 

4 (08 00 00 00)₁₆ 

5 (10 00 00 00)₁₆ 

6 (20 00 00 00)₁₆ 

7 (40 00 00 00)₁₆ 

8 (80 00 00 00)₁₆ 

9 (1B 00 00 00)₁₆ 

10 (36 00 00 00)₁₆ 
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Table 4.2.6 - Sub-key table

Example of AES

The following shows the ciphertext block created from a plaintext block using a randomly

selected cipher key.
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Chapter Five 

5. Simulation 

5.1 AES Matlab simulation 

After discussing the AES algorithm in the last chapter it is now the time to know how the 

algorithm will behave when simulated, to study its behavior and observe how it is performed step 

by step. 

5.1.2 Sub-bytes 

As explained before the sub-bytes is the first stage of the AES algorithm, simply we can setup a 

lookup table that accepts a certain input and substitute it with the corresponding output using an 

array or in Matlab it is called a vector as shown in figure 5.1 

 

 

The lookup table can be used simply by specifying a certain input as an address and then the data 

can be the output as if we are using a memory block. The problem here lies in that the input data 

is only 8 bits -when converted to binary of course- or it is 255 when talking about a decimal 

number, on the other hand the message itself is 128 bit so we can simply divide it into several 

parts. In figure 5.2 we have divided the message into 16 part, considering that the address and the 

data will be read in the decimal form because this is the only way of accessing a vector in 

Matlab. 

Figure 5.1 - AES lookup table 
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Where, the state is the input message, the sub_byte_state is the new vector which the output will 

be stored in decimal form and the AES_memory is the S-box itself or it acts like the lookup 

table. 

 

5.1.3 Shiftrows 

The shiftrows operation of the AES is a simple permutation operation, it circulates right each 

row depending on its turn. For example, the second row is circulated only one time but the third 

row will be circulated two times and the fourth row is circulated three times. 

In figure 5.3, each row of the state is being assigned 

with a certain name, i.e the first row is named 

"shft_row_1" to facilitate the permutation process. 

Then the shiftrows operation will be done as shown in 

figure 5.4 

 

 

 

 

 

Figure 5.2 - AES sub-byte 

Figure 5.3 - AES Shiftrows 

Figure 5.4 - AES Shiftrows cont. 
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5.1.4 Mixcolumns 

The mixcolumns is the trickiest part of the AES simulation, even it is the hardest part to 

implement in the AES algorithm. Hence, we have created a Matlab function called [aesmult] 

which performs the multiplication process. 

 

 

In figure 5.5, the function [aesmult] accepts two inputs, a vector with an eight bit length and a 

number which is either '1' or '2' or '3' to be multiplied by, then it returns the resultant. 

Now we can easily simulate the mixcolumn using Matlab as shown in figure 5.6, using simple 

xor function and the created function [aesmult] that will help in both, processing time and design 

effort for sure. 

Figure 5.5 - aesmult Matlab function 
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5.1.5 Addroundkey 

This is a simple xoring process with the key, which can be performed using the command 

xor(x,y). 

 

 

 

Figure 5.6 - Mixcolumns Matlab code 
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5.1.6 Key generation 

At this stage we should now create the ten sub-keys of the AES. In the opposite figure (figure 

5.7) the key is entered in decimal, and it is divided into four parts then each word is converted to 

binary to allow an easy xor operation in the message encryption. Like any normal AES algorithm 

every word is entered into the sub-bytes as explained in the message encryption, shifted by the 

command (circshift) and xored with the last word as explained in the last chapter. 

 

Figure 5.7 - Key generation Matlab 
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Finally, in figure 5.8 we can see the final simulation with the input key and message after the tn 

rounds of the 128 AES. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.8 - AES Matlab simulation 
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