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6.3.3 S-box 

In figure 6.30, the S-box here is composed of a ROM which is the core of the block diagram. 

Since the ROM block which is expressed here as (S_box_input) contains an address bus and a 

data bus of only 8 bits and on the other hand the input and the output should be 128 bit, so we 

needed a register to save the 128 input bits and with every clock the counter entitled 

(S_box_control) generates the addresses to control the eight bits which are entered to the 

S_box_input. For example, consider a message of "1101 1111 0010 0101 1010 1001" and the 

counter will generate the at first "00" then the signal "1101 1111" will be entered to the 

S_box_input and the corresponding data will be saved in (reg_mem_out) suppose it was "0001 

0101", at the next clock the counter will now generate "01" so the signal "0010 0101" will 

change to -for instance- "1001 0011" and will be stored in the (reg_mem_out). At this stage the 

(reg_mem_out) will contain "0001 0101 1001 0011" and so on. 

As the DES message will be only 64 bits then we need (mux_mem_in) to add zero padding 

which will be removed later using (DES_mem_sel) and the other function of the (mux_mem_in) 

is to choose a certain algorithm, whether it is an AES or DES. 

 

 

In the figure 6.31, the signal (start) is just a counter reset, the (sel_mode) is a signal which 

choose between the AES and DES algorithms, the signals (output) and (data) are internal signals 

the signal (output) is the signal that enters to S-box and the (data) signal is the output signal form 

the S-box. 

Figure 6.30 - S-box block diagram 
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The count_out is the signal generated from the counter to select the specified bits from the 128 

register. 

 

In the figure 6.32, we can observe the waveform input which can be read from the signal 

(aes_msg) and the output waveform (aes_output) after 16 clocks. 

 

Figure 6.31 - First clock of S-box 

Figure 6.32 - S-box after 16 clocks 
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6.3.4 E-Permutation box 

The E-permutation box is just a permutation box that 

mix the bits or scramble it. 

 

6.3.5 IP-permutation box 

The IP-permutation box is a scrambler. 

 

6.3.6 IP-1-permuation box 

Like the E-permutation and the IP-permuation box the 

IP-1-permuation box is a normal scrambler too 

 

Hint: The P-boxes were discussed before in the proposed algorithms chapter and were discussed 

again briefly at the beginning of this chapter. 

 

6.3.7 DES register 

The DES register is a simple register to save the input 

message of the DES or the output from the IP-permuation 

box dependent on the number of iteration and splits the 

message into two sections Ln and Rn as discussed before. 

 

 

Figure 6.33 - E-P-box 
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6.3.8 Enable AES output

This block is just a buffer if the enable is equal to logic '1' then the output signal will be equal to

the input signal. The enable control signal will be equal to one after all the iterations are

completed and the message is ready to be used

6.3.9 AES message encryption

As shown in figure 6.38 the AES message encryption is

composed of several blocks the (shiftrows_mod) is like

permutation box as discussed earlier in this chapter, the

(mixing_block) is a block where the matrix multiplication

occurs and the last multiplexer is to determine whether the

mixing operation will take place or not, because in the AES

algorithm the mixing operation is not required in the last iteration so when the signal (tenth_iter)

is equal to logic '1' then the multiplexer will select the second signal which skips the

(mixing_block).

We can observe that in figure 6.39 that when the control signal (tenth_iter) is equal to logic '1'

then the output of the whole block is equal to the internal signal (output1) which is is the output

from the block (shiftrows_mod), in other words the (mixing_block) is not taken into

consideration. However, when the signal (tenth_iter) is equal to logic '0' then the signal (output)

will be function of the two blocks (shiftrows_mod) and (mixing_block).
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6.3.10 key generation block 

Now it is time to discuss the key expansion and generation of the block cipher, we will not talk 

about the stream cipher now as it was discussed and explained in deep details earlier in this 

chapter. In figure 6.41, we can see two blocks which belong to the block cipher key expansion 

(AES_KEY_CONT_BLOCK) and the other is (DES_KEY_CONTROL_BLOCK). The 
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(initialize) signal is just a reset counter which should be forced to logic '1' before or with the 

entry of a new key to be expanded to sub-keys. The signal (clk) is a normal clock with a certain 

desired frequency. The (input_key_aes) is 128 bit signal which should be connected to serial to 

parallel block to allow the entry of the serial input. The (input_DES_key) is similar to 

(input_key_aes) but it is a key with 64 bits for DES. 

 

 

Figure 6.42 displays the simulation of the key generator, considering we are working on the AES 

algorithm at first the (initialize) signal is set to be logic '1' then logic '0' to allow the 

(AES_key_cont_block) to operate. Assuming the input key is equal to all zeros then the first key 

will be as shown in figure 6.42 and as displayed by the signal called (output_key_aes). 
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In figure 4.3, the entered DES key was subject to the DES_key_control_block to generate several 

sub-keys, we can observe the one of the sub-keys in the figure. 
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Chapter seven

7. Statistical Tests

7.1 Introduction:

The security of any encryption system is primarily evaluated by the tests of randomness of the

output sequence, thus, the cipher system output should be unpredictable. Test for randomness in

their various ways, test the frequencies of certain patterns of zeros and ones in the output

sequences. The output of these tests is compared with a certain level named significance level to

decide if they have passed or failed. This level usually is denoted as (100 - ) %.

There are 16 tests that were developed to test the randomness of binary sequences produced by

either hardware or software based cryptographic random or pseudorandom number generators.

These tests focus on a variety of different types of non-randomness that could exist in a

sequence. The 16 tests are:

1. The Frequency ( Monobit ) Test.

2. Poker test.

3. The Runs Test.

4. Test for the Longest-Run-of-Ones in a Block.

5. The Binary Matrix Rank Test.

6. The Discrete Fourier Transform ( Spectral ) Test.

7. The Non-overlapping Template Matching Test.

8. The Overlapping Template Matching Test.
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9. Maurer's "Universal Statistical" Test.

10. The Lempel-Ziv Compression Test.

11. The Linear Complexity Test.

12. The Serial Test ( Transition test ).

13. The Approximate Entropy Test.

14. The Cumulative Sums ( Cusums ) Test.

15. The Random Excursions Test.

16. The Random Excursions Variant Test.

In this project the security unit is subjected to three statistical tests :

1. The Frequency ( Monobit ) Test.

2. The Serial Test ( Transition test ).

3. Poker test.

Which are commonly used to determine if the binary sequence exhibits a truly random

appearance. These tests are depending on CHI SQUARE distribution which is commonly used

for testing independence and goodness of fit. Testing independence determines whether two or

more observations across two populations are dependent on each other (that is, whether one

variable helps to estimate the other). Testing for goodness of fit determines if an observed

frequency distribution matches a theoretical frequency distribution. In both cases the equation to

calculate the chi-square statistic is :
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where (O) equals the observed frequency and (E) the expected frequency. The results of a chi-

square test, along with the degrees of freedom, are used with a previously calculated table of chi-

square distributions to find a p-value. The p-value can then be used to determine the significance

of the test.

7.1 Chi square table

7.2 The Frequency ( Monobit ) Test:

The purpose of this test is to define if the numbers of 1’s  and 0’s in the output sequences are

equal as would be expected for random sequences . in this test let (n0) and (n1) be the number of

the first 1’s  and 0’s in the binary sequence , respectively. The test statistic is define as :-

( )
Where (n) is the length of the sequence , and (n=n1+n0) , ( 1) is proven to have distrubution.

From this equation it can be seen that if (n0) and (n1) are equal then ( 1) = 0 , which is the

ideal case. To decide if the observed ( 1) has an acceptable value ,( 1) is compared to

tabulated CHI SQUARE distribution . this table gives theoretical values of the chi square
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distribution with ( ) degrees of freedom for the various values of ( ) and for various values of

significance levels.

As a result, the ( 1) test has distribution with first degree of freedom, where this test has

two categories (events) n0 and n1. These events are not completely independent which means

that if ( n0) is known then (n1) is (n-n0), so the degree of freedom ( ) is  1 .

According to the significance level the observed ( 1) should be less or equal to the tabulated

values of the distribution, in this case, the frequency test pass, otherwise , if the observed( 1) exceeds the tabulated value the frequency test fails . Practically, the tests are evaluated for

the significant levels of 1% and 5%.

Results:

For each plaintext with length (n), ten different cipher texts are produced using ten different

initialization vectors. The frequency test is carried out for each cipher text, ( 1) is computed

and the average ( 1) is tabulated in the shown table :-

Table7.2 frequency test results

Length (n) Significance levels

1%

(6.635)

5%

(3.841)

Plain 1 1000 1.296 1.296

Plain 2 1520 2.5356 2.5356
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Plain 3 10430 0.2693 0.2693

Plain 4 14453 0.9798 0.9798

Figure 7.1 - Bar chart of frequency test results

Plain 1 is a plain text with length  n=1000 binary bits, its calculated average ( 1) is 1.296, this

value is compared at the two significance levels 1% and 5%, the tabulated distribution values

are 6.635 and 3.841, respectively . The cipher outputs of the plain 1 passed the frequency test

because its ( 1) is 1.296 which is less than both values 6.635 and 3.841.

As the chi square distribution is the approximation that valid for a large enough length,  plain3

and plain 4 are applied to the encryption unit to get a powerful test. The resulting ( 1) for both

ciphers are 0.2693 and 0.9798 respectively. As a result, all ( 1) values are less than

distribution values, which means that the unit passed this test.
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MATLAB  results:

For more illustration by using a very simple MATLAB code we decided to test the key that

generated from stream cipher and block cipher. We test the generated key to ensure that the file

(text, audio, video ) was encrypted or not ,Because this file is XORING with the generated key.

1. Stream cipher

Testing three keys with different file sizes: key1=128bits, key2=1kbits and key3=10kbits. Each

key will produce different( 1), and compare these results with the two significance levels 1%

and 5%, the tabulated distribution values are 6.635 and 3.841as the shown figure.

Fig7.2 Results of generated keys form stream cipher

Note that

 The First generated key is passed from this test as: p-value=1.5313 -less than the two

significance levels 1% and 5%.

 The second generated key is passed from this test as: p-value=0.3906 - less than the two

significance levels 1% and 5%.

 The third generated key is passed from this test as: p-value=1.5313 less than the two

significance levels 1% and 5%.
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2. Block cipher

Testing four keys with different file sizes: key1=500bits, key2=1kbits, key3=2kbits and

key4=128bits.

Fig7.3 Results of generated keys form bock cipher

Note that

 The First generated key is failed from this test as: p-value=7.2581 -greater than the two

significance levels 1% and 5%.

 The second generated key is failed from this test as: p-value=13.8135 – greater than the two

significance levels 1% and 5%.

 The third generated key is passed from the significance levels 1% as p-value=5.9724 less

than (6.635) but failed at significance levels 5% greater than (3.841).

 The fourth generated key is passed from this test as: p-value=3.7813 - less than the two

significance levels 1% and 5%.
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7.3 Serial test (transition test):

The serial test is used to ensure that the transition probabilities are the same, which means that

the pairs of the successive numbers are uniformly distributed in an independent manner. In this

test n00,n01,n10 and n11 are the numbers of occurrence of the transition from 0 to 0, 0 to 1, 1 to

0 and 1 to 1 respectively in an n-bit binary sequence . the number of zeros and ones in the (n)

sequence are (n0) and (n1) respectively . these counters are related to each other by

(n00+n10=no, n10+n11=n1 and n00+n01+n10+n11=n -1 ) since the sequences are allowed to

overlap, ideally we want n00=n01=n10=n11= . The test statistic is defined as :

Where ( ) has a distribution with second degrees of freedom.

To illustrate this test consider the binary sequence [1 0 0 1 1 1 0 0 1 1 0 1 0 1] which has

n=14, the number of transition from 0 to 0 in this sequence is n00=2. The number of transition

from 0 to 1 in this sequence is n01=4 and the number of transition from 1 to 0 in this sequence is

n10=4. Finally the number of transition from 1 to1 in this sequence is n11=3. Number of zeros in

the sequence n0=6 while number of ones n1=8. The value of ( ) is also calculated and

compared with distribution with second degrees of freedom at the required significance

levels.

Results:

The serial test is applied to the different cipher texts used in the frequency test. At each sample,

the four counters n00,n01,n10 and n11 are used to count the four transitions. Also the n0 and

n1are computed. Finally the average value of ( ) is calculated and compared with the tabulated

distribution with the second degree. The output results are tabulated in the shown table . the

first test sequence with length n=1000 bits has ( ) =0.2993 which is less than the

distribution with significance level 1% =9.21 and 5% =5.99 . The large sequence n=20832 bits is

also pass the test where its ( ) 0.1311 that means its sequence appears as a random sequence.
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Table7.3 serial test results

Length (n) Significance levels

1%

(9.21)

5%

(5.99)

Plain 1 1000 1.296 1.296

Plain 2 1520 2.5356 2.5356

Plain 3 10430 0.2693 0.2693

Plain 4 14453 0.9798 0.9798

Plain 5 20832 0.1311 0.1311

Figure 7.4 - Bar chart of serial test results
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MATLAB  results:

By using MATLAB code we test the key that generated from stream cipher and block cipher and

compare the result with the two significance levels 1% and 5%, the tabulated distribution

values are 9.21and 5.991.

1. Stream cipher

Testing three keys with different file sizes: key1=128bits, key2=1kbits and key3=10kbits.

Fig7.5 Results of generated keys form stream cipher

Note that

 The First generated key is passed from this test as: p-value=2.5239 -less than the two

significance levels 1% and 5%.

 The second generated key is passed from this test as: p-value=0.3943 - less than the two

significance levels 1% and 5%.

 The third generated key is passed from this test as: p-value=0.6878- less than the two

significance levels 1% and 5%.
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Block cipher

Testing four keys with different file sizes: key1=500bits, key2=1kbits, key3=2kbits and

key4=128bits.

Fig7.6 Results of generated keys form block cipher

Note that

 The first generated key is passed from the significance levels 1% as p-value=8.5056 less

than (9.21) but failed at significance levels 5% greater than (5.99).

 The second generated key is failed from this test as: p-value=14.2808- greater than the two

significance levels 1% and 5%.

 The third generated key is passed from the significance levels 1% as p-value=5.9903- less

than (9.21) but failed at significance levels 5% greater than (5.99).

 The fourth generated key is passed from the significance levels 1% as p-value=6.3211- less

than (9.21) but failed at significance levels 5% greater than (5.99).
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7.4 Poker test (multiple test) :

The final test applied on the output sequence of the encryption unit to test its randomness

properties is the poker test. In this test the long sequence (n) is divided into (k) non-overlapping

parts each with length (m) , and then count the frequency of the type of sequence of length

(m), 1≤ i ≤ 2 . Consequently, the poker test determines the repeatness of the sequence of

length (m). it should be the same expected for random sequence. The test statistic is defined as :-

( )( ) ( )
Where k0 is the number of segments corresponding to the value of 0 decimal.

K1 is the number of segments corresponding to the value of 1decimal.

is the number of segments corresponding to the value of  decimal 2 .

The value of ( ) is calculated and compared with distribution with degree 2 . The poker

test is generalization of frequency test with (m=1 ). To illustrate the poker test consider the

sequence [111 000 110 001 000 101 001 110 111 100 100 100 100 111] and m=3 that means

there are eight counter  for 2 different binary sequence. K0 is the counter of (000) sequence

=2 where (000) is replaced twice, k1 is the counter of (001) sequence =2, k2 is the counter of

(010) sequence =0 , k3 is the counter of (011) sequence =0 where (000), k4 is the counter of

(100) sequence =4, k5 is the counter of (101) sequence =1, k6 is the counter of (110) sequence

=2, k7 is the counter of (111) sequence =3. Then the poker test value ( ) is calculated and

compared with the distribution with freedom degree 2 = 7 at the two significance levels.

Poker test is also applied many times for different values of (m). in some cases some values of

(m) may be more appropriate than other depending on the usage of cipher system. For example if

the word size is one byte for the cipher system, so the poker test for m=8 is more interesting.
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Results:

The poker test is applied to the output of encryption unit for different values of (m). the test

applied for m=3,4,5,6,7,8. The results are shown in the shown tables .

Table7.4 poker test m=3

Length (n) Significance levels

1%

(18.48)

5%

(14.07)

Plain 1 1000 4.2036 4.2036

Plain 2 1520 8.5613 8.5613

Plain 3 10430 1.4861 1.4861

Plain 4 14453 3.0610 3.0610

Plain 5 20832 3.1935 3.1935

Table7.5 poker test m=4

Length (n) Significance levels

1%

(30.58)

5%

(25)

Plain 1 1000 8.8160 8.8160
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Plain 2 1520 21.9288 21.9288

Plain 3 10430 6.7975 6.7975

Plain 4 14453 12.9441 12.9441

Plain 5 20832 23.8218 23.8218

Table7.6 poker test m=5

Length (n) Significance levels

1%

(52.19)

5%

(44.97)

Plain 1 1000 21.4400 21.4400

Plain 2 1520 41.0526 41.0526

Plain 3 10430 27.3193 27.3193

Plain 4 14453 32.4230 32.4230

Plain 5 20832 36.8109 36.8109

Table7.7 poker test m=6

Length (n) Significance levels

1% 5%
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(92.01) (82.53)

Plain 1 1000 52.5928 52.5928

Plain 2 1520 67 67

Plain 3 10430 73.3519 73.3519

Plain 4 14453 77.9141 77.9141

Plain 5 20832 73.6221 73.6221

Table7.8 poker test m=7

Length (n) Significance levels

1%

(116.99)

5%

(154.3)

Plain 1 1000 138.9580 138.9580

Plain 2 1520 113.9124 113.9124

Plain 3 10430 129.1570 129.1570

Plain 4 14453 117.3225 117.3225

Plain 5 20832 120.6022 120.6022
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Table7.9 poker test m=8

Length (n) Significance levels

1%

(310.4574)

5%

(293.2478)

Plain 1 1000 245.6880 245.6880

Plain 2 1520 281.5789 281.5789

Plain 3 10430 295.2147 295.2147

Plain 4 14453 247.5761 247.5761

Plain 5 20832 271.9693 271.9693

All the results for the tasted cipher texts passed poker test with different values of (m). As the

encryption/decryption unit passed above statistical tests for randomness, we can feature that the

proposed encryption/decryption algorithm satisfies the primarily security feature of cipher

systems, i.e. the output of the encryption/decryption unit meets the required randomness

properties.

MATLAB  results:

By using MATLAB code we test the key that generated from stream cipher and block cipher and

compare the result with the two significance levels 1% and 5%, the tabulated distribution

values are 18.48and 14.07 at( m=3).

1. Stream cipher

Testing three keys with different file sizes: key1=128bits, key2=1kbits and key3=10kbits.
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Fig7.7 Results of generated keys form stream cipher

Note that

 The First generated key is passed from this test as: p-value=36.2727 -greater than the two

significance levels 1% and 5%.

 The second generated key is passed from this test as: p-value=228.8421 - greater than the

two significance levels 1% and 5%.

 The third generated key is passed from this test as: p-value=268.1236- greater than the two

significance levels 1% and 5%.
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Block cipher

Testing four keys with different file sizes: key1=500bits, key2=1kbits, key3=128bits.

Fig7.8 Results of generated keys form block cipher

Note that

 The first generated key is failed from this test as: p-value=144.6667- greater than the two

significance levels 1% and 5%.

 The second generated key is failed from this test as: p-value=279.1205- greater than the two

significance levels 1% and 5%.

 The third generated key is failed from this test as: p-value=41.3333- greater than the two

significance levels 1% and 5%.
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7.5 The rest of NIST tests

We decided to improve our key generators by applying them to another tests by using C++

program that contains different types of statistical tests. Before applying this program we should

now the concept of the remaining tests.

1. Runs Test: The purpose of this test is to determine whether the number of runs of ones

and zeros of various lengths is as expected for a random sequence. In particular, this test

determines whether the oscillation between such substrings is too fast or too slow.

2. Cumulative Sums Forward (Reverse) Test: The purpose of this test is to determine

whether the maximum of the cumulative sums in a sequence is too large or too

small; indicative of too many ones or zeroes in the early (late) stages.

3. Long Runs of Ones Test: The purpose of this test is to determine whether the

distribution of long runs of ones agrees with the theoretical probabilities.

4. Rank Test: The purpose of this test is to determine whether the distribution of the rank of

32x32 bit matrices agrees with the theoretical probabilities.

5. Spectral (Discrete Fourier Transform) Test: The purpose of this test is to determine

whether the spectral frequency of the binary sequence agrees with what would be

expected for a truly random sequence.

6. Non-periodic Templates Test: The purpose of this test is to determine whether the

number of occurrences for a specified non periodic template agrees with the

number expected for a truly random sequence.



Chapter 7 [STATISTICAL TESTS]

137

7. Overlapping Template Test: The purpose of this test is to determine whether the number

of occurrences for a template of all ones agrees with what is expected for a truly random

sequence.

8. Universal Statistical Test: The purpose of this test is to determine whether a binary

sequence does not compress beyond what is expected of a truly random sequence.

9. Approximate Entropy Test: The purpose of this test is to compare the frequency of

overlapping blocks of two consecutive/adjacent lengths (m and m+1) against the

expected result for a normally distributed sequence. In short, it determines whether a

sequence appears more regular than is expected from a truly random sequence.

10. Random Excursion Variant Test: The purpose of this test is to determine if the total

number of visits to states, between [-9, -1] and [1, 9] exceeds the expected for a truly

random sequence.

11. Lempel-Ziv Complexity Test: The purpose of this test is to determine whether or not

the sequence compresses no more than a truly random sequence.

12. Linear Complexity Test: The purpose of this test is to determine whether or not the

sequence is complex enough to be considered truly random.

After understanding the concept of each test we will apply the C++ program and how does it

work by following these steps.
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1. Open the C++ program from the windows run command.

Fig7.9 opening the program

2. Select [0] to input file that we need to test it, this file is the key that generated from stream

cipher or block cipher. We test the generated key to ensure that the file (text,audio,video )

was encrypted or not ,Because this file is XORING with the generated key.

Fig7.10 selecting [0] input file

3. Write the name of the input file and we need to show that if the file is text or audio or

video. Note that the input file must be located in the folder of the program.

Fig7.11 inserting the input file name
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4. Enter choice [1] to apply all of the statistical tests to each sequence.

Fig7.12 Enter choice [1]

5. Select [0] to continue.

Fig7.12 Select [0] to continue
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6. Insert the number of how many bit streams we need.

Fig7.14 inserting number of bit streams

7. Select input file format. We select [1], because we need binary format then waiting while

the program finishes the testing.

Fig7.15 Selecting input mode [1]
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8. After testing the file the results will be as the shown figures.

Fig7.16 Final analysis report

Note that the test with star (*), means that the input file fails in this test.
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After applying the final analysis report, we should represent results of different statistical tests

on graphs that implement different file sizes compared with normalized threshold as shown.

Fig7.17: Graph1. Approximate Entropy test

Fig7.18: Graph2. Block Frequency test
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Fig7.19: Graph3. Cumulative Sums test

Fig7.20: Graph4. FFT test
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Fig7.21: Graph5. Frequency test

Fig7.22: Gragh6. Linear Complexity test

0
0.05

0.1
0.15

0.2
0.25

0.3
0.35

0.4
0.45

0.5
0.55

0.6
0.65

0.7
0.75

0.8
0.85

0.9
0.95

1
1.05

1.1
1.15

1.2

10 M 20 M 30 M 40 M 50 M 60 M 70 M 80 M

Test Result

Threshold

0
0.05

0.1
0.15

0.2
0.25

0.3
0.35

0.4
0.45

0.5
0.55

0.6
0.65

0.7
0.75

0.8
0.85

0.9
0.95

1
1.05

1.1
1.15

1.2

10 M 20 M 30 M 40 M 50 M 60 M 70 M 80 M

Test Result

Threshold



Chapter 7 [STATISTICAL TESTS]

145

Fig7.23: Gragh7. Longest Run test

Fig7.24: Graph8. Overlapping Template test
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Fig7.25: Graph9. Rank test

Fig7.26: Graph10. Runs test
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Fig7.27: Graph11. Serial test

Fig7.28: Graph12. Universal test
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Chapter Eight 

8. Conclusion & Future Work 

 

8.1 Conclusion  

At the end of our project we achieve our goal which is using different encryption technics like 

AES, DES and Stream cipher and implement using VHDL codes and download our design on 

FPGA with the use of SDR concept to minimize the hardware as possible as we can. We 

succeeded in merging AES and DES together to decrease the hardware. Also we customize the 

AES by implement new S-Box to use it in encryption and its inverse in decryption. In stream 

cipher, we work in implementing new design for the key generator by using simple components 

like LFSRs and MUXs and getting random outputs cannot be detected easily.       

We have tested our designs strength by applying them to the most of the statistical tests and they 

pass all the tests.  

 

8.2 Future work 

The SDR is an emerging technology which used now in implementing the wireless 

communication systems in most of the companies right now. One day this technology will 

interfere in our lives effectively and enormously, as it is flexible, cost efficient and reliable. 
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